
We put together this document to help you understand the importance of getting electronic records and signatures 

right and in compliance with the FDA requirements. We will clarify which party is responsible for each and every com-

ponent of the regulations and how you can achieve and maintain compliance using BLUE.

Product Position and Compliance Details Regarding

Title 21 Code of Federal Regulations Part 11 Requirements
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Overview

Across the globe, companies are increasingly adopting digital processes to increase efficiency and to take advantage 

of new market possibilities. As this reliance on digital processes continues to grow, the organizations that can most ef-

ficiently acquire, organize, find, share, distribute and reuse the important multimedia content files at the heart of these 

processes will outperform their competitors.

In regulated industries, systems must be developed within the structure that has been put in place to protect customers, 

suppliers and the general public. BLUE, an integrated digital asset management system from BLUE Software, provides 

two levels of competitive advantages; it not only provides superior digital asset management and digital workflow man-

agement capabilities, it also assists in meeting the requirements of the regulatory structures for internal process control 

and verification.

The information in this paper provides a brief overview of FDA 21 CFR Part 11 and explains how BLUE meets and ad-

dresses the requirements for electronic signatures and records.

Background

The United States (US) Food and Drug Administration (FDA) is the federal agency responsible for promoting and 

protecting public health within the US. It keeps pace with the rapid advance of medical technology by updating its 

requirements frequently to respond to industry needs. As a result, in 1992 the FDA was able to recognize the emerging 

trend toward electronic record keeping. It solicited industry input and proposed a rule on electronic records and data 

in August 1994. After a final comment period was completed, Part 11: Electronic Records and Electronic Signatures was 

added to Title 21 Code of Federal Regulations (as 21 CFR Part 11) and took effect on 20 August 1997. 

The purpose of the new rule was to extend the requirements of the current Good Manufacturing Practices (cGMPs) to 

the new technology. Though this rule was expected to cause some compliance costs, in this instance, the medical de-

vice manufacturers, drug makers, biotech companies and other FDA-regulated industries agreed with the FDA that the 

benefits of the technology would well exceed its costs. In its commentary that accompanied the release of this rule (FR 

v.62 n.54), the FDA identified five areas of value for adopting electronic record-keeping systems. They are: 

1. Improved ability to analyze trends, problems, etc., enhancing internal evaluation and quality control

2. Reduced data entry errors due to automated checks

3. Reduced cost of storage space (for paper records)

4. Reduced shipping costs for data transmission to the FDA

5. More efficient FDA reviews and approvals of FDA-regulated products

Although the FDA would benefit from easier inspections, the industry would achieve the overall benefits of cost and 

time savings.

 

Responsibility

Companies under FDA regulation need to establish and maintain systems to control their processes per cGMP regu-

lations, as well as to producing acceptable products and services. All tools and processes are individually subject to 

calibration and validation. Software systems are validated as well to ensure that they function as planned in a repeat-

able manner.

Because the FDA does not certify any specific software system, this then becomes the responsibility of the company 

using BLUE in their processes.
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Electronic Records - 21 CFR part 11 Subpart B

11.10 Controls for Closed Systems

Requirement Does BLUE 
comply? Response and Position

11.10 Controls for Closed Systems 

Persons who use closed systems to create, modify, maintain, or transmit electronic records shall employ procedures 

and controls designed to ensure the authenticity, integrity, and when appropriate, the confidentiality of electronic 

records, and to ensure that the signer cannot readily repudiate the signed record as not genuine. Such procedures 

and controls shall include the following:

11.10 (a) Validation of systems to ensure 
accuracy, reliability, consistent intended 
performance, and the ability to discern 
invalid or altered records. 

Yes

BLUE has undergone validation within medical device 
and pharmaceutical environments. BLUE can be validated 
in accordance with applicable Corporate Standards and 
regulatory requirements to ensure accuracy, reliability, 
consistent intended performance and the ability to discern 
invalid or altered records. 

BLUE Software provides professional services to develop 
and execute test protocols to ensure accuracy, reliability 
and the consistent intended performance of BLUE within 
the client environment against client requirements. BLUE 
Software services can be customized to suit the installation 
qualification, operational qualification and performance 
qualification needs of our clients.

11.10 (b) The ability to generate accurate 
and complete copies of records in both 
human readable and electronic form 
suitable for inspection, review, and 
copying by the agency.

Yes

BLUE provides accurate and complete copies of records in 
both human and electronic form for inspection, review and 
copying by the client, and for use by the FDA as applicable. 
The system can also be used to construct custom reports in 
human readable or electronic format.

11.10 (c) Protection of records to enable 
their accurate and ready retrieval 
throughout the records retention period.

Yes

BLUE supports retaining electronic records and audit 
information indefinitely to ensure that records are protected 
and can be readily retrieved throughout the record’s 
retention period.

“The Agency does not anticipate the need to certify individual electronic signature products. Use 

of any electronic signature system that complies with the provisions of Part 11 would form the basis 

for agency acceptance of the system regardless of what particular technology or brand is used.

The agency, for example does not certify manufacturing equipment used to make drugs, medical 

devices, or food.”

      - Federal Register vol. 62 No. 54 section E p.13433

When electronic systems are used to automate and enhance existing workflows it is critical to implement and use them 

as a validated system. BLUE Software works closely with you as your software partner in order to achieve this goal and 

meet your existing process requirements through a thoroughly planned and fully documented implementation of BLUE. 

A critical first step in implementing BLUE is to research your workflow to develop a system design that fully utilizes the 

features and capabilities of BLUE to meet your business needs. BLUE Software incorporates this research with BLUE’s 

existing workflow characteristics to design and configure your organization’s specific instance of BLUE. Once this pro-

cess is complete, BLUE is then validated within your organization’s workflow parameters.
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11.10 (d) Limiting system access to 
authorized individuals.

Yes

Only authorized BLUE Software employees have physical 
access to the BLUE Software Data Center and terminals that 
provide access to the BLUE system.

Logical security is controlled by both the client’s and BLUE 
Software’s access management policies.

11.10 (e) Use of secure, computer-
generated, time-stamped audit trails 
to independently record the date and 
time of operator entries and actions 
that create, modify, or delete electronic 
records. Record changes shall not obscure 
previously recorded information. Such 
audit trail documentation shall be retained 
for a period at least as long as that required 
for the subject electronic records and 
shall be available for agency review and 
copying.

Yes

BLUE provides secure, computer generated, time-stamped 
audit trails that track when records are created, modified and 
deleted, and by whom. Only authorized users are allowed to 
access audit trail information. Audit trail records are retained 
indefinitely, and cannot be deleted.

BLUE tracks specific changes to record data (e.g. record 
name, number, status, etc.) as well as specific changes to 
workflow schedules, tasks, etc. Additionally, BLUE does not 
allow records to be modified once they have been approved. 
This ensures that the original approval intent of the record is 
always maintained.

11.10 (f) Use of operational system checks 
to enforce permitted sequencing of steps 
and events, as appropriate.

Yes

BLUE utilizes an event-driven model to ensure the proper 
sequencing of steps in a process. For example, the event 
engine ensures that tasks within a workflow are not available 
to be completed until the necessary predecessor tasks are 
completed. BLUE also provides transaction management to 
ensure that if errors do occur during any user operation, only 
complete data is committed to the database.

11.10 (g) Use of authority checks to ensure 
that only authorized individuals or output 
device, alter a record, or perform the 
operation at hand.

Yes

BLUE provides authority checks to ensure that only 
authorized individuals can use and perform system actions 
and specified operations, including use of the system and 
electronically signing records. These authority checks are 
provided with authentication via user ID and password, as 
well as access control lists, role-based security, and state-
based security.

•   Access control lists (ACL) determine what rights a user has 
to each record stored in the library. This type of security 
is administered and maintained in a fashion similar to 
that of a file system. The ACL rights include Admin (Edit 
Permissions), Upload Files/Create Folders, Edit Attributes, 
Edit File Properties, Download Files and View Contents.

•  Role-based security provides the ability to restrict the 
actions that a BLUE user can perform based on the roles 
they participate within. For example, a user who needs to 
upload a file into BLUE must belong to a security group 
that has the ability to upload files. Role-based security is 
also used to limit the participants that are authorized to 
participate within a workflow, and ensures that participants 
within a workflow have access to the information relevant 
to the workflow based on their role in the workflow.

• State-based security measures allow for establishing 
workflows for disabling access to content granted by ACL 
and role-based security. For example, changing the state 
of a file in BLUE can prevent a user from downloading the 
file, or accessing the record entirely.

11.10 (h) Use of device (e.g. terminal) 
checks to determine, as appropriate, the 
validity of the source of data input or 
operational instruction.

Yes

BLUE accepts data input from supported web-enabled 
devices. IT security measures such as firewalls, IP filtering 
and digital certificates can be employed to perform validity 
checks of the device. Further, BLUE only accepts data from 
authenticated users, and ensures that data being entered is 
valid.
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11.10 (i) Determination that persons who 
develop, maintain, or use electronic 
record/electronic signature systems have 
the education, training, and experience to 
perform their assigned tasks.

Yes

BLUE Software develops and maintains detailed job 
descriptions and experience requirements for each role 
within our organization. These, in conjunction with ongoing 
training activities, ensure that persons who develop and 
maintain electronic record/electronic signature systems 
have the education, training and experience to perform their 
assigned tasks.

BLUE Software provides training services to educate client 
resources including developers, system administrators and 
end-users.

11.10 ( j) The establishment of, and 
adherence to, written policies that hold 
individuals accountable and responsible 
for actions initiated under their electronic 
signatures, in order to deter record and 
signature falsification.

N/A

The client is responsible for establishing and implementing 
policies to hold individuals (employees and vendors) 
accountable and responsible for actions initiated under their 
electronic signatures in order to deter record and signature 
falsification.

11.10 (k) Use of appropriate controls over 
systems documentation including: 
(1) Adequate controls over the distribution 
of, access to, and use of documentation 
for system operation and maintenance.

Yes

While access to the default user help documentation 
is available online, access to custom documentation 
developed by the client or BLUE Software for the client’s 
specific instance of BLUE can be restricted. Access to hard 
copy documentation must be controlled by the client’s own 
organizational policies that govern such resources. 
The client is responsible for establishing, implementing and 
controlling any BLUE operational maintenance procedures 
which they may be responsible for executing.

11.10 (k) (2) Revision and change control 
procedures to maintain an audit trail 
that documents time-sequenced 
development and modification of systems 
documentation.

Yes

BLUE Software manages and maintains full revision and 
change control history for standard system documentation 
produced by BLUE Software. This includes revision history 
information outlining the document’s name/revision number, 
revision date, description of change and author. 

11.30 Controls for Open Systems

Requirement Does BLUE 
Comply? Response and Position

11.30 Controls for Open Systems
Persons who use open systems to create, 
modify, maintain, or transmit electronic 
records shall employ procedures 
and controls designed to ensure the 
authenticity, integrity, and, as appropriate, 
the confidentiality of electronic records 
from the point of their creation to the 
point of their receipt. Such procedures 
and controls shall include those identified 
in 11.10, as appropriate, and additional 
measures such as document encryption 
and use of appropriate digital signature 
standards to ensure, as necessary under 
the circumstances, record authenticity, 
integrity, and confidentiality.

Yes

In addition to the controls available for closed systems, 
BLUE uses additional security controls to ensure record 
authenticity, integrity, and confidentiality. 

These controls include: 
• Storage of passwords using RSA’s (Rivest-Shamir-

Adleman) MD5-Digest encryption standard.
• Securing communications between the user’s computer 

and the system with 256-bit encryption (also accepts 
128-bit encryption for compatibility).

http://www.bluesoftware.com


www.bluesoftware.com
© 2017 BLUE Software, LLC.  All rights reserved. 7

11.50 Signature Manifestations

Requirement Does BLUE 
Comply? Response and Position

11.50 (a)(1-3) Signed electronic records 
shall contain information associated with 
the signing that clearly indicates all of the 
following:
• The printed name of the signer
• The date and time when the signature 

was executed 
• The meaning (such as review, approval, 

responsibility, or authorship) associated 
with the signature

Yes
Electronic records that are maintained within BLUE contain 
the printed name of the signer, the date and time when the 
signature was executed, and the meaning of the signature.

11.50 (b) The items identified in 
paragraphs (a) (1), (a) (2), and (a) (3) of 
this section shall be subject to the same 
controls as for electronic records and 
shall be included as part of any human 
readable form of the electronic record 
(such as electronic display or printout).

Yes
Electronic signatures that are maintained within BLUE 
conform to the controls for electronic records.

11.70 Signature / Record Linking

Requirement Does BLUE 
Comply? Response and Position

11.70 Signature/Record Linking
Electronic signatures and handwritten 
signatures executed to electronic 
records shall be linked to their respective 
electronic records to ensure that the 
signatures cannot be excised, copied, 
or otherwise transferred to falsify an 
electronic record by ordinary means.

Yes

BLUE uses a combination of database integrity rules (foreign 
key constraints) in conjunction with audit trail records to link 
electronic signatures to their respective electronic records. 

The client is responsible for record linking of handwritten 
signatures by creating the necessary link between 
handwritten signatures and their respective electronic 
records.

Electronic Signatures - 21 CFR part 11 Subpart C

11.100 General Requirements

Requirement Does BLUE 
Comply? Response and Position

11.200 (a) 
Electronic signatures that are not based 
upon biometrics shall:

Yes

BLUE enforces unique electronic signatures through the use 
of unique login IDs and passwords. Each electronic signature 
within BLUE is linked to this unique user ID, and is therefore 
unique (see section 11.200 for more information on login IDs).

Any decision to reassign an electronic signature falls upon 
the system administrator. The client must develop a written 
administrative procedure or policy that explicitly disallows 
such practice.
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11.100 (b) Before an organization 
establishes, assigns, certifies, or 
otherwise sanctions an individual’s 
electronic signature, or any element 
of such electronic signature, the 
organization shall verify the identity of the 
individual.

N/A

The client is responsible for developing and implementing 
appropriate procedures, policies and processes to verify the 
identity of any BLUE user prior to establishing, assigning, 
certifying or sanctioning that individual’s electronic 
signature.

11.100 (c) Persons using electronic 
signatures shall, prior to or at the time of 
such use, certify to the agency that the 
electronic signatures in their system, used 
on or after August 20, 1997, are intended 
to be the legally binding equivalent of 
traditional handwritten signatures.
(1) The certification shall be submitted in 
paper form and signed with a traditional 
handwritten signature, to the Office of 
Regional Operations (HFC-100), 5600 
Fishers Lane, Rockville, MD 20857.
(2) Persons using electronic signatures 
shall, upon agency request, provide 
additional certification or testimony that 
a specific electronic signature is the 
legally binding equivalent of the signer’s 
handwritten signature. 

N/A
It is the responsibility of the client to implement the 
appropriate processes to conform to such regulations.

11.200 Electronic Signature Components and Controls

Requirement Does BLUE 
Comply? Response and Position

11.200 (a) 

Electronic signatures that are not based upon biometrics shall:

11.200 (a) (1) Employ at least two distinct 
identification components such as an 
identification code and password.

Yes
BLUE utilizes two distinct identification components as 
an identification code for an electronic signature. These 
components are a unique user ID and password.

11.200 (a)(1)(i) When an individual 
executes a series of signings during a 
single, continuous period of controlled 
system access, the first signing shall be 
executed using all electronic signature 
components; subsequent signings shall 
be executed using at least one electronic 
signature component that is only 
executable by, and designed to be used 
only by, the individual.

Yes

BLUE requires the user to enter their user ID and password 
to access the system. This is considered the first signing. 
Subsequent signings require the user to re-enter their 
password to ensure authenticity of the user.
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11.200 (a)(1)(ii) When an individual 
executes one or more signings not 
performed during a single, continuous 
period of controlled system access, each 
signing shall be executed using all of the 
electronic signature components.

Yes

The initial signing within BLUE is always in the form of a 
system login. Once the login occurs, any signing would 
be considered part of the continuous period of controlled 
system access, and therefore subject to the requirement 
within 11.200 (a)(1)(i).

11.200 (a)(2) Be used only by their genuine 
owners

Yes

BLUE does not allow anyone other than the genuine owner 
to use an individual’s electronic signature. BLUE can force 
users to change their password when the password is initially 
set or reset by an administrative user. 

BLUE however, cannot prevent a user from sharing his/
her login ID and password with others. The client must 
develop and implement security policies and procedures 
that explicitly prohibit users from sharing their user ID and 
password with other users.

11.200 (a)(3) Be administered and 
executed to ensure that attempted use 
of an individual’s electronic signature 
by anyone other than its genuine owner 
requires collaboration of two or more 
individuals

Yes

Only a BLUE System Administrator has the capability of 
creating system users and administering security groups 
within this system.  The BLUE System Administrators are a 
restricted group with specialized training on the maintenance 
and control of the system.   While this System Administrator 
does have access to modify a user’s password; such changes 
are captured in the system audit. Non-System Administrators 
have the ability to modify their own passwords. Attempted 
use of an individual’s electronic signature by anyone other 
than its genuine owner requires collaboration of two or more 
individuals.

BLUE also has the capability of linking with LDAP security for 
additional security enhancement and ID control. 

The system audits many user activities including login and 
password changes. System Administrators and the user can 
view such audits to monitor and identify access by anyone 
other than the genuine owner.

The client must develop and implement security policies 
and procedures to support the intended usage of electronic 
signatures within BLUE

11.200 (b) Electronic signatures based 
upon biometrics shall be designed to 
ensure that they cannot be used by 
anyone other than their genuine owners.

 N/A
BLUE does not provide any biometric means for applying 
an electronic signature, and is therefore not subject to this 
regulation.

11.300 Controls for Identification Codes/Passwords

Requirement Does BLUE 
Comply? Response and Position

11.300 Controls for Identification Codes/Passwords 

Persons who use electronic signatures based upon use of identification codes in combination with passwords shall 

employ controls to ensure their security and integrity. Such controls shall include:
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11.300 (a) Maintaining uniqueness of 
each combined identification code 
and password, such that no two 
individuals have the same combination of 
identification code and password.

Yes
BLUE utilizes a unique identification code to identify all 
electronic signatures; any two individuals cannot and will not 
have the same identification code.

11.300 (b) Ensuring that identification 
code and password issuances are 
periodically checked, recalled, or revised 
(e.g., to cover such events as password 
aging).

N/A

BLUE ensures that the information code and password 
issuances are periodically checked, recalled or revised 
through password aging. BLUE provides password aging to 
force a user to change their password after a defined time 
period passes.

11.300 (c) Following loss management 
procedures to electronically deauthorize 
lost, stolen, missing, or otherwise 
potentially compromised tokens, 
cards, and other devices that bear or 
generate identification code or password 
information, and to issue temporary or 
permanent replacements using suitable, 
rigorous controls.

Yes
BLUE does not utilize tokens, cards, or other devices 
containing an identification code or password, and is 
therefore not subject to this regulation.

11.300 (d) Use of transaction safeguards 
to prevent unauthorized use of passwords 
and/or identification codes, and to 
detect and report in an immediate and 
urgent manner any attempts at their 
unauthorized use to the system security 
unit, and, as appropriate, to organizational 
management.

Yes

BLUE provides transaction safeguards to prevent 
unauthorized use of passwords and identification codes. 

BLUE audits all access attempts and monitors failed 
attempts. As a result, BLUE suspends suspect user accounts 
and reports unauthorized access attempts to System 
Administrators via email. Only System Administrators can 
reactivate suspended user accounts.

BLUE can be configured to enforce strong and/or complex 
passwords to ensure that a user uses passwords that are 
difficult to “hack” by unauthorized users.

The client is responsible for developing and implementing 
policies and procedures that prohibit sharing of passwords 
and that define the responsibilities and action plans of the 
security group who monitors BLUE for security breaches.

11.300 (e) Initial and periodic testing of 
devices, such as tokens or cards, that 
bear or generate identification code or 
password information to ensure that they 
function properly and have not been 
altered in an unauthorized manner.

N/A
BLUE does not utilize tokens, cards, or other devices 
containing an identification code or password, and is 
therefore not subject to this regulation.

BLUE Software is the leading provider of Label and Artwork Management solutions for 
consumer brands, retail, pharmaceutical and medical device companies.

To learn more about BLUE, visit www.bluesoftware.com 
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