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Finding the right software solution that reduces 
your overall costs, includes potential to expand, 
has a track- record of success and delivers the 
benefits of a hosted environment can be a 
daunting task. We developed the following 
comprehensive list of requirements using hard- 
won insights from a dozen validated system 
implementations for Pharma companies like 
yours. Use it to jumpstart your process. As you 
consider each item, adding or eliminating them, 
you will begin to tailor the requirements based 
on your company’s needs and get further, faster.

Labeling & Artwork Management Systems
for Pharmaceutical or Medical Device Manufacturers

SAMPLE USER 
REQUIREMENTS
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ID Requirement

1.0 Project Management

1.1 The system shall enable the creation of a project (e.g. artwork change) based on 
a pre-defined process template.

1.2 The system shall create a schedule of planned tasks (action plan) for an artwork 
change based on predefined values in the action plan template from which it was 
derived.

1.3 A re-forecasting of the schedule should occur automatically if tasks finish early, 
thereby saving time in the schedule by automatically recalculating task due dates 
based on tasks completing early.

1.4 In addition to a reforecasting capability, the system shall maintain the original 
(baseline) schedule and allow for re-baselining by designated users.

1.5 A user with appropriate permissions will be able to adjust the schedule if re-
quired, during the life of the project.

1.6 The project initiator will have the ability to enter the start date or end date of a 
project and have the schedule automatically calculate based on what is entered.

1.7 The system shall allow serial or parallel task paths.

1.8 The system shall allow a project to be copied to create a new project. The user 
shall be prompted to complete any information that is regarded as unique to the 
new project.

1.9 The system shall allow the association of technical documents and other refer-
ence material to a project

1.10 The system shall enable the association of a set of related artwork changes into a 
‘Project’ (e.g. multi-SKU or multi-component projects).

1.11 The system shall enable the definition of different schedules for multiple artwork 
changes related through a ‘Project’.

1.12 A view of all active tasks, across all projects will be available, so a user can see all 
work-in-progress in one view.

1.13 On completion of all mandatory information and any approvals associated with 
a workflow step, the system shall route an artwork change to the next step in the 
workflow.

1.14 It shall be possible for users to add relevant electronic documents from outside 
the system to an artwork change.
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1.15 It shall be possible for users to add relevant electronic documents from the 
library to an artwork change (e.g. Associate the related dieline from the dieline 
library to the project).

1.16 The system shall automatically start a subsequent cycle if an approver rejects an 
artwork.

1.17 The system shall allow a user to put a project on hold.

1.18 The system shall allow configurable metadata to be created for reporting and 
searching purposes.

1.19 The creation of web-forms will be possible for the collection of data.

1.20 Tasks can be inserted or bypassed by a designated user, if additional approvers 
are needed or default approvers are unnecessary, during a project.

1.21 Personalized, configurable views can be created to allow users to more easily 
find projects (all late projects, all projects for brand x, etc.)

1.22 The system shall provide a graphic map view of the process.

1.23 The system shall provide a Gantt change view of the process.

1.24 The system shall retain a complete audit trail of all project activity that is available 
for future reference.

2.0 Task Management

2.1 The system shall notify users that a task requires completion with instructions on 
how to complete the task and target completion date.

2.2 The system shall enable tasks to be assigned to an individual user or a group of 
users (work group) based on the required role.

2.3 The system will automatically assign tasks based on pre-configured metadata. i.e. 
task ownership may be automatically set based on region, category, brand, etc.

2.4 If a task is assigned to a group of users, all users shall receive an email notice 
when their tasks become active, and anyone in the group can complete the task.

2.5 A user with appropriate permissions will be able to re-assign tasks while a project 
is active.

www.bluesoftware.com © 2017 BLUE Software, LLC.  All rights reserved.

http://www.bluesoftware.com


5

2.6 The system shall indicate to users the mandatory fields required for completion in 
each step of the artwork change.

2.7 The system shall allow a user to forward or delegate their tasks to another user 
within their role.

2.8 The system shall allow an out of office proxy setting while users are away that will 
automatically route their tasks to the designated user.

2.9 Task re-assignments can be done by task, project, or across multiple projects.

2.10 The system shall be able to create a prioritized view of all allocated tasks, with 
target completion date and progress, across projects for a specified user.

2.11 Personalized, configurable views can be created to allow users to more easily 
find tasks (all late tasks, all tasks for marketing, etc.)

2.12 The system shall be able to provide a consolidated view of tasks, with target 
completion date and progress, for a specified work group.

2.13 The system shall enable an artwork and associated documents to be viewed by 
multiple users at the same time.

3.0 Artwork Review

3.1 The system shall enable all users involved in an artwork approval, regardless of 
geographical location, to annotate the artwork.

3.2 A review process can be set as sequential or parallel (with multiple reviewers 
viewing and annotating the file at the same time).

3.3 The system shall maintain version control so the consolidation of annotations is 
not required.

3.4 Any annotations made to an artwork shall not impact the integrity of the PDF it is 
based on.

3.5 The system shall enable automatic pixel comparison of file versions & highlight-
ing of differences.

3.6 Ability to view a reference document beside the file being approved. E.g. view a 
document that supports a claim while proofing the artwork.

3.7 Ability to support both English and foreign character annotations.

3.8 Ability to cut/paste annotations out of an artwork being reviewed (i.e. transfer of 
translation to production art without having to retype the text).
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3.9 Ability to sample color in a particular region of a file (view color channels & densi-
tometer functionality).

3.10 Ability to measure individual graphic components in a wide variety of units.

3.11 Ability to scale artwork to actual size.

3.12 Ability to zoom into a location on the file for closer examination.

3.13 Audit trail of all requests for change with date and time stamps.

3.14 Annotations will be tracked by user id along with a date and time stamp and can-
not be deleted, once posted.

3.15 A consolidated list of all annotations, with the user id and date and time stamp 
shall be available.

3.16 The system shall provide a way to capture the reason a file is being rejected.

3.17 Ability to print the artwork with all annotations and approval states.

3.18 The system shall support a wide variety of file types for proofing.

3.19 No desktop software (apart from a web browser) should be required for proofing.

4.0 Content/Text Compare

4.1 It shall be possible to electronically sign off and save the comparison report.

4.2 The system shall support the following file types for comparison: pdf, ai, doc, 
docx, xls, xlsx.

4.3 It shall be possible to manually select the areas that should be compared in 
source and target file.

4.4 The results of the comparison shall be displayed on the screen.

4.5 The system shall show the position of the deviation in the original document.

4.6 It shall be possible to state whether the detected deviation shall be considered 
as a true- or false deviation.

4.7 It shall be possible to add comments to each detected deviation.
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4.8 It shall be possible to use predefined default comments.

4.9 It shall be possible to print the comparison report.

4.10 The final Comparison report shall clearly and unambiguously refer to:
1. The files and versions being compared
2. By whom and when was the comparison carried out
3. The number of deviations and the number of true deviations

4.11 The final Comparison report shall display:
1. An overview illustration of the source and target file with numbers indicat-

ing the areas in which the deviations between the files have been found 
to occur.

2. When the files consist of more than one page the following pages shall 
be displayed in descending order.

3. Each number shall refer to the corresponding deviation in the report list.
4. The areas of the files were the comparison has been performed shall be 

marked.
5. A complete list of the “sticky notes”.
6. A list of deviations shall display the text/image of each deviation includ-

ing comments added by the user.

4.12 Can compare files with consideration to different text flow, e.g. Patient Informa-
tion Leaflet to a Master Artwork.

4.13 Can detect deviations in all languages/alphabets, including right to left languag-
es and character based languages.

4.14 Possible to compare multiple languages on the same page.

4.15 Can detect deviations down to 3,5 font size.

4.16 Can compare multiple source files towards one target artwork file.

4.17 Possible to compare the text content within a “sticky note” in a pdf towards text 
in the target document.

4.18 It shall be possible to use settings, whether or not to consider:
1. Differences in bold and/or italic
2. Differences in lower- and UPPER case letters
3. Differences in font and font size
4. Differences in underline
5. Differences in text color

4.19 It shall be possible to disregard difference due to line break hyphenation.

www.bluesoftware.com © 2017 BLUE Software, LLC.  All rights reserved.

http://www.bluesoftware.com


8

4.20 It shall be possible to perform a policy check of the target file for a defined mini-
mum text size.

4.21 It shall be possible to check for critical items in the target file:
1. Check for specific text
2. Check for repeated text, e.g. not not
3. Check for digits followed by units, e.g. 100 mg.

4.22 It shall be possible to set up and use a text filter to ignore deviations caused by 
different Unicodes for similar symbols, e.g. ‘ vs.  ´.

4.23 It shall be possible to set up and use a text filter to ignore deviations caused by 
different font attribute for certain characters, e.g. ® vs. ®

5.0 Asset Library

5.1 The system shall provide a central repository of content accessible to authorized 
internal and external users.

5.2 Any type of file can be stored in the library.  Specify any file type restrictions on 
content.

5.3 Each file will have a thumbnail view and unlimited, configurable metadata fields 
associated with it.

5.4 Metadata may be different based on file type (e.g. Metadata for photography 
may be different than metadata for a label).

5.5 Drop down lists will be available for fields so values are not being retyped.

5.6 The administration of the drop down lists, metadata and library structure must 
be maintainable by an appropriately trained admin (vendor assistance should 
not be required).

5.7 Full text search will be available (search on text content of files).

5.8 Video streaming capability.

5.9 The search functionality will be an easy to use interface to let users quickly navigate 
the library without having a deep understanding of how content is organized.

5.10 The system shall give users the ability to “Publish” files to non-system users 
(e.g. distribute files to 3rd parties or other people who do not have access into 
the system).

5.11 The system shall allow users to save searches and share them with other users.
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5.12 Ability to secure access to groups of files or individual files (e.g. a vendor may 
be given access to a group of files but should be unable to navigate to or see 
any other files).

5.13 When an artwork has been approved from a workflow, it should be automatically 
available in the library for future searching.

6.0 Notifications

6.1 The system shall notify users when a task assigned to them or the group they are 
in becomes active and what the target completion date is.

6.2 Email notifications shall be sent for tasks at risk and late tasks.

6.3 Email notifications shall be sent for projects at risk and late projects.

6.4 Ability to notify interested parties when a milestone has been reached.

7.0 Reporting & Searches

7.1 Ability to search by configurable metadata.

7.2 The system shall enable designated users to search current and completed proj-
ects. The system shall save searches for reuse.

7.3 The system shall enable configurable dashboard capabilities.

7.4 The system shall provide standard reporting capabilities.

7.5 Reports shall be exportable to Excel.

8.0 Security

8.1 The application and data shall be separated from other customer’s sites.

8.2 The application shall be accessible by the users on laptops and tablets.

8.3 Passwords shall be required to be complex and strong.

8.4 Passwords shall be encrypted when they cross-unsecured networks like the Internet.
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8.5 The system shall be monitored 7x24 for availability and performance.

8.6 Regular backups must be created and stored.

8.7 The system shall include intrusion detection or intrusion prevention systems.

8.8 Security patches must regularly and promptly be applied. There must be a policy 
for applying security patches.

8.9 The system must allow for roles-based security groups to control access to data. 
External users (suppliers, agencies, etc) must be able to access the site in a lim-
ited and controlled manner.

8.10 The system shall be capable of terminating user sessions after a configurable 
period of inactivity during the session (i.e. the user is logged in but is performing 
no activities).

8.11 All modules of the solution shall utilize a single userID and password.

8.12 Vulnerability assessments, internal and external, against the applications and 
infrastructure that support the product / services shall be performed at regular 
intervals.

8.13 The hosting facility shall be SSAE 16 compliant.

9.0 Hosting Center – System Management & Monitoring

9.1 The technical architecture must be robust and scalable.

9.2 The data center must be manned and/or monitored 24x7.

9.3 Global support must be offered.

9.4 Load balancing and/or fail-over mechanisms must be used.

9.5 All system activity must be captured in audit logs and must be retained for the 
life of the system.

9.6 Threshold triggers must be in place for system utilization (i.e. notification triggers 
if processor, space or memory utilization thresholds are exceeded. 

9.7 A Computer Security Incident Response Team (CSIRT) must be in place, along 
with the appropriate SOP’s to respond to security threats.

9.8 User and application performance and availability monitoring must be in place.
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9.9 Daily backups must be created. Backups must be stored in a secure location, 
off-site.

9.10 There must be a DR facility.

9.11 There must be a Standard Operating Procedure for Business Continuity and it 
must be fully tested annually.

10.0 Change Control

10.1 Partner company shall have a SOP for implementing system changes.

10.2 There shall be a documented change management/change control process

10.3 Partner company shall have a source code version control system.

10.4 There must be multiple environments available, including Development, Test, QA 
and Production.

10.5 The application owners shall be notified of all system changes.

11.0 Regulatory Compliance

11.1 Partner company shall have a Quality Control System in place.

11.2 Partner company shall have an independent Quality Assurance group.

11.3 Audit trails must track all activity in the system.

11.4 The system must meet the requirements of 21 CFR Part 11 and EU Anne

11.5 Partner shall explain its GMP compliance.

11.6 Partner shall provide examples of validated deployments completed.

12.0 Integration

12.1 Partner company shall provide a comprehensive, well-defined set of application 
programming interfaces into the application to integrate with other corporate 
systems such as PLM, ERP, etc.
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Click here to visit bluesoftware.com 
and schedule a 20-minute consultation or artwork management system demo today

12.2 Partner company has experience with, and can share best practices for integra-
tion options.

13.0 General

13.1 The system shall support both Windows and Apple Mac clients.

13.2 It shall be possible to grant access to the software to Users from different User 
groups. Functional permissions granted to a User group will determine the ac-
cess given to a specific User being a member of this group.
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